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Agenda 

•  Introduction 

•  All Hazards Knowledge Framework (AHA) 

•  Technical Approach 

•  Preliminary Results 
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Data to Action 
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knowledge  
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Enable risk and prioritization decisions 
 

NASA.GOV 

NV.GOV 
Prepare Protect Respond Recover Mitigate 

•  Actionable information – Getting the right information to the right 
person at the right time, and in a form they can efficiently use 

•  Uncover trends associated with failures 
•  Discover Facilities 
•  Document Dependencies 



What is AHA?  
•  A framework that learns from data 

and expert knowledge 

•  Seamlessly integrates structured 
and unstructured datasets 

•  Provides a more holistic dataset for 
analysis 

 

•  Provides both geospatial and graph 
visualization capability due to 
problem space complexity 
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Knowledge Framework Concept 
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Analysis and Visualization 
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Facility Level 

•  Guided Facility Assessments 
•  Automated / Guided 

Dependency Mapping 
•  Automated Background 

Reports 

Regional Level 

•  Guided Regional 
Assessments 

•  Automated Dependency 
Mapping 

•  Cross Sector Critical Node 
Analysis 
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AHA Framework - Unstructured Data  

Text Analytics System 
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Crawling Infrastructure 

C
ra

w
le

r 

In
d

ex
in

g 

C
at

eg
o

ri
za

ti
o

n 

E
n

ti
ty

 E
xt

ra
ct

io
n 

G
eo

ta
g 

Knowledge Framework 

R
el

at
io

n
sh

ip
 

Lexicon 

ML Models 

Gazetteer 

IP Gateway 

C
o

n
fl

at
io

n 

H
S

R 

F
ac

ili
ty

 P
ro

fi
le

s 

GeoBase 



Technical Approach 
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Spatial Heuristic: 
  

 Unstructured Data: 
  

Structured Data: 

R
elationship 

Attribute  
Assignment 

News Articles, RFPs,  
After Action Reports, etc. 

Nearest_to 
Contained_in, 
etc. 

Dependency Profile 



Dependency Profiles & Models 

•  SME & Data Driven 
•  I/O 
•  Processes 
•  Strength 
•  Direction 

•  Profiles to date: 
•  Water 
•  Waste water 
•  Electricity 

•  Lexicon (Terms) 
•  Industry 
•  Open Source 



Dependency Profiles & Models 

•  Survey & 
Assessments 

•  Validated Data 
•  Other Govt. Data 
•  Open Source 
•  Heuristics 



Structured Data – Other  
Straight Forward import and 

load 
•  Map  Fields to Profiles 
•  Data Mining 

Data Sources to date: 
•  EIA 
•  FCC 
•  Spatial Data (HSIP) 

Future 
•  SCADA Network 

Visualization 
•  GeoIP 

EIA 

FCC 



Structured Data - Heuristics 

Pi = Depend. Prob 

Dependency Probability  
•  Spatially Weighted 

•  Distance from Surface Water 
•  Contained in service boundary 
•  Well = f(S,M) 
•  Facility Type 

•  Type / Source / distance 



Unstructured Data - Text Analytics System 
•  Current estimate: approximately 80% of data is unstructured data 

•  Open source data has enormous potential to provide information 
–  Dynamic Environment (Construction, etc.)  
–  Aging Data   

•  Leverages machine learning techniques (Natural Language 
Processing, information extraction, information retrieval) 

–  Named Entity Recognition 
–  Geoparsing/Geotagging 
–  Relationship Extraction 
–  Document Categorization 

•  Critical Infrastructure Lexicons (General -> Sector Specific) 

•  Lifeline sector focused (including ICS infrastructure) 

 

 



Unstructured Data – Web Content 
•  Wikipedia defines web content as the textural, visual, or aural content 

that is encountered as part the user experience on websites. 

–  Aug 2012: Google announces that it had indexed over 30 trillion 
unique URLs and was processing 100 billion searches per month 

–  Pew Research Center (2014): 87% of American adults access the 
internet 

•  Information contained in online news articles has the potential to 
enhance our knowledge 

•  Challenging due to the lack of (consistent) structure in web data 

 

 



Text Analytics System 
•  Information Vector Extraction via NLP 

   IVi = (Ti, Si, Pi, Ci, Ii, Ai), i ϵ (1,2,…m) 

 Where m is the maximum number of sentences, i represents the sentence 
sequence. In the ith sentence of a document,   

   IVi represents the situation vector; 

   Ti represents the temporal information; 

   Si represents the spatial information; 

   Pi represents the subject/object information; 

   Ci represents the causal/dependency information; 

   Ii represents the intentional information; 

   Ai represents the activity information; 



Text Analytics System 
By Richard Rainey, NOLA.com | The Times-Picayune on March 04, 2013 at 9:54 AM, updated March 04, 2013 at 4:10 PM 



Text Analytics System 

“As crews for the Sewerage & Water Board continued fanning out across New Orleans Monday morning to test the safety of the 
city's drinking water, other investigators were busy zeroing in on the cause of a sudden drop in pressure Sunday morning across the 
east bank. 

 

The fire that broke out at the water board's aging Carrollton power plant compromised one of the steam boilers the S&WB uses to 
run its vast network of pump stations. 

 

The S&WB power plant produces an uncommon frequency of electricity known as 25-Hertz, also called 25-cycle, that drives the 
motors that run about half the city's drinking water system, namely giant pumps that suck raw water from the Mississippi River and 
smaller pumps that send purified water into the underground pipe network. The water purification plant itself runs on 60-cycle power 
purchased from Entergy. 

 

The power plant generates electricity by running tap water through enormous boilers, which create steam to run four turbines that 
produce 25-cycle power. Natural gas purchased from Entergy is used to start boilers and turbines, which run singly or in tandem, 
depending on how much power the system needs. 

 

Once the equipment is up and running, it relies on self-generated steam and a series of natural gas feeds to stay online. 

 

Meanwhile, the S&WB has eight pumps located at three outflow stations on the South Claiborne Avenue campus to send purified 
drinking water out to customers. The pumps maintain water pressure at about 65 pounds per square inch, a level that keeps 
potentially sickening bacteria from infiltrating pipes; when pressure drops below 15 psi, health officials advise residents to boil water 
before using it to drink, cook or bathe. 

 

Investigators believe something went wrong with a natural gas line that powers the boilers, spokesman Robert Jackson said, but 
the precise cause remains a mystery.” 

… 

 

By Richard Rainey, NOLA.com | The Times-Picayune on March 04, 2013 at 9:54 AM, updated March 04, 2013 at 4:10 PM 



Unstructured Data – In Action  



Text Analytics System – Named Entity 
Recognition 
•  AHA  

–  Hybrid Approach – Maximum Entropy and Continuous Random 
fields Classifier, Gazetteer (Keywords), and Heuristics 

•  Corpus (300 Articles – 632 Named Entities - Manually Annotated) 

•  Test Case: 
–  Recall: 0.69  
–  Precision: 0.77 
–  F-Measure: 0.73  

•  Geoparsing 
–  Initial testing: (100 sentences -> 1000+) 

•  Naïve Bayes (70% TPR / 88.33 TNR)  
•  Genetic Algorithm (82.5% TPR / 98.28 TNR) -> (91.3% TPR)  

  

 



Text Analytics System – Document 
Categorization   

Electricity IT Natural	  Gas Petroleum Water Wastewater Other Total Recall

Electricity 12 1 13 0.92

IT 4 1 1 6 0.67

Natural	  Gas 3 2 1 6 0.33

Petroleum 1 5 6 0.83

Water 1 25 2 2 30 0.83

Wastewater 1 1 3 5 0.60

Other 1 3 4 0.75

Total	  Predicted 15 7 3 6 27 5 7 70

Precision 0.80 0.57 0.67 0.83 0.93 0.60 0.43

Training:	  8	  Occurrences
Predicted

Ac
tu
al

6 Occurrence Confusion Matrix 

8 Occurrence Confusion Matrix 



Analysis and Visualization 



Thank You 


