>
@)
o
=

SNL

Idoho National
Laboratory

Knowledge Framework for
Critical Infrastructure
Dependency Analysis

Towards a All Hazards Vulnerability and Risk
Assessment Capability

5/19/2015




9
M Idaho National Lalboratory

Agenda

* Introduction

 All Hazards Knowledge Framework (AHA)
« Technical Approach

* Preliminary Results
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Data to Action

Purpose: Design, Planning, Situational Awareness, etc.

Actions determined by

Applied : best available data,
L~ information, and
\ knowledge
Wisdom N
Context N SME and lessons learned
should inform future collection
. Knowledge
Meaning
Pieces of -
reality that we I nformath)n
“Measure &
Collect” Government

Owned Data Geospatial Open °
RST patabases IST CS&C Databases Source

-~ -~

-~ ~ -~

Reality

-~

Doesn’t care what we measure & is dynamic
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Enable risk and prioritization decisic

- Actionable information — Getting the right information to the right
person at the right time, and in a form they can efficiently use

» Uncover trends associated with failures
» Discover Facilities
* Document Dependencies




What is AHA?

* A framework that learns from data
and expert knowledge

« Seamlessly integrates structured
and unstructured datasets

* Provides a more holistic dataset for
analysis

» Provides both geospatial and graph
visualization capability due to
problem space complexity

Decision Knowledge Minimize

Making Management Cost
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Knowledge Framework Concept

" All Hazards Knowledge Framework (AHA) |
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Decision Knowledge Minimize
Making Management Cost




AHA Framework
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IP Gateway

Data Conflation Engine

IR\NLP Engine e

Facility Level

Guided Facility Assessments
Automated / Guided
Dependency Mapping
Automated Background
Reports

Regional Level

» Guided Regional
Assessments

* Automated Dependency
Mapping

* Cross Sector Critical Node
Analysis

Knowledge Framework

Analysis and Visualization
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Technical Approach

Spatial Heuristic:

y

Nearest_to
Contained _in,
etc.

Dependency Profile

Decision
Making

Thatcher
Chemical

.
w_b \daho National Laborato

Unstructured Data:

Treatment plant power outage means all of Tampa must boil water

News Articles, RFPs,
After Action Reports, etc.

tro
s ON 90th
f98 DEPENDS_ON

Structure

Attribute
Assignment

Knowledge
M anagement

Minimize
Cost
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Dependency Profiles & Models

Facility Type: Dependency Profile e SME & Data Driven

Water Treatment Plant

*  Surface Water System Flocculation ® I/O
- Conventional + Sedimentation What are the potential processes?
. Di . . + Filtration Implementation Ratio? o
. Direct Filtration « Adsorption Rating Characteristics? P rocesses
LI SCADA - Common PLC/DCS/HMI architecture?
. Ground Water System * Capacity Common vendors and models? © Stre n g t h
» Greensand ¢ _SCADA g 0
« Fixed Bed d  Direction
R CHARACTERISTICS/
PROCESSES
Raw Water ) I )
 Rawwate Profiles to date:
» Chlorine
» Potassium Storage = Water
Permanganate INPUTS: WTP OUTPUTS —> Potable Water Service Area
* Aurinam e \Waste water
+ Sodium 1~1
Aluminate C EleCtrICIty
» Polymers
R BYPRODUCTS
Power (Electricity)
-\ Transportation 1
1 Wislaipbui e e Lexicon (Terms)
Backwash | d
e |ndustr
What are the required inputs? y
What is time duration to impact if disrupted? How are byproducts disposed of? ° O pe N SO urce

How often?
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Dependency Profiles & Models

Facility Dependency Model

e " SO
Energy Assessments

Transportation
Chemica o /X  Validated Data
R e Other Govt. Data
_ - « Open Source
Heuristics

| Facility |

Substation

| Service
| Area |
N Switchyard

Thatcher
Chemical

Lake
LT DEPENDS oy
Utility
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Straight Forward import and
load
e Map Fields to Profiles
e Data Mining

Data Sources to date:
« EIA
 FCC
e Spatial Data (HSIP)

Future
e SCADA Network
Visualization
e GeolP
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Structured Data - Heuristics

Ol alt Lake

Dependency Probability
« Spatially Weighted
e Distance from Surface Water
University of an Young O Contained in service boundary

Salt Lake City Dept. ??Public Utilities We | | = f(S y M)
§ Facility Type
Magna Water Company Sougr Salt Lake Water - Type / SO u rce / d istan Ce

Granger-Hunter WID 3
&
B
J
Taylorsville-Bennion WID

Kearns WID MJ""" - Dependency Dependency -> Water:Souce:Unknown
¢ Model

| T P, = Depend. Prob

|
Jordan Valley W
Midvale City W

), r Inference Engine <—|
<‘~

Copperton Water Co. Surface P
City of South Jord: . Dependency Profile L
shcbactiiad o Geospatial Data P y P,

Knowledge Base ‘ ili
Facility
A Municipal
Rivert
Dansie Water Co. bt il Assessment and

West Jordan City Water

Ps

Hi-Country Estates #1
other Data
Bluffdale

Hi-Country Estates #2 Herriman City Webb Wells
§ _JJ
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Unstructured Data - Text Analytics Sy

Current estimate: approximately 80% of data is unstructured data

Open source data has enormous potential to provide information
Dynamic Environment (Construction, etc.)
Aging Data
Leverages machine learning techniques (Natural Language
Processing, information extraction, information retrieval)
Named Entity Recognition
Geoparsing/Geotagging
Relationship Extraction
Document Categorization

Critical Infrastructure Lexicons (General -> Sector Specific)
Lifeline sector focused (including ICS infrastructure)
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Unstructured Data — Web Content

Wikipedia defines web content as the textural, visual, or aural content
that is encountered as part the user experience on websites.

Aug 2012: Google announces that it had indexed over 30 trillion
unique URLs and was processing 100 billion searches per month

Pew Research Center (2014): 87% of American adults access the
Internet

Information contained in online news articles has the potential to
enhance our knowledge

Challenging due to the lack of (consistent) structure in web data
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Text Analytics System

* Information Vector Extraction via NLP

IV, = (T, S, P, C, 1., A), i € (12,..m)

Where mis the maximum number of sentences, | represents the sentence
sequence. In the ith sentence of a document,

|V; represents the situation vector;

T; represents the temporal information;

S represents the spatial information;

P, represents the subject/object information;

C, represents the causal/dependency information;
l; represents the intentional Information;

A represents the activity information;



Text Analytics System

By Richard Rainey, NOLA.com | The Times-Picayune on March 04, 2013 at 9:54 AM, updated March 04, 2013 at 4:10 PM

>As crews for the <a | opics. . / / ' ard/i ; Water aoard > continued fanning out
across New Orleans ‘onda/ morning to < ‘ litics/ind il-w _alert_for_east_bank.html#incart_m-rpt-
2">test the safety </a>of the city's drinking water, other investigators were busy zero xng in on the cause of a audden drop in pre,sure Sunday
morning across the east bank.</p><p>The fire that broke out at the water board's g Carrollton power plant compromised one of the steam
boilers the S8&amp;WB uses to run its vast network of pump stations.</p>

popup"”

<p>The S&amp;WB power plant produces an uncommon frequency of electricity known as 25-Hertz, also called 25-cycle, that drives the motors that
run about half the city's drinking water system, namely giant pumps that suck raw water from the Mississippi R r and smaller pumps that send
purified water into the underground pipe network. The water purification plant itself runs on 6@-cycle power purchased from Enterg /p><p>The
power plant generates electricity by running tap water through enormous boilers, which create steam to run four turbines that produce 2S5-cycle
power. Natural gas purchased from Entergy is used to start boilers and turbines, which run singly or in tandem, depending on how much power the
system needs.</p><p>Once the equipment is up and running, it relies on self-generated steam and a series of natural gas feeds to stay online.

/p><p>Meanwhile, the S&amp;k8 has eight pumps located at three outflow stations on the South Claiborne Avenue campus to send purified drinking

ter out to customers. The pumps maintain water pressure at about 65 pounds per square inch, a level that keeps potentially sickening bacteria
from infiltrating pipes; when pressure drops below 15 psi, health officials advise residents to boil water before using it to drink, cook or
bathe. </p><p>Investigators believe ometh1ng ent wrong with a natural gas line that powers the boilers, spokesman Robert Jackson said, but
the precise cause remains a myster) »<p>East Bank residents are adfzsed to boil any water before drinking or cooking to gird against
bacteria that may have seeped into water pipes during Sunday morning's low-pressure period. The S&amp;WB said it is safe to do laundry, clean
or run a dishwasher, as long as it has a sanitizing cycle. Healthy people can bathe, but it's advisable to keep their eyes and mouths shut.
Residents with compromised immune systems or open wounds should avoid the shower for now.c< p'A‘gier;, which has a separate water
purification plant across the Mississippi River, was not affected. ></p S&amp; 1B inves tlgatorf are staying in close contact with the state
Department of Health and Hospitals as they test the drinking water for contamination, Jackson said. Any test results aren’'t likely to be
forthcoming until this afternoon, leaving the boil water advisory in place for at least the next three to four hou

y_widget_larg
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Text Analytics System
By Richard Rainey, NOLA.com | The Times-Picayune on March 04, 2013 at 9:54 AM, updated March 04, 2013 at 4:10 PM

“As crews for the continued fanning out across New Orleans Monday morning to test the safety of the
city's drinking water, other investigators were busy zeroing in on the cause of a sudden drop in pressure Sunday morning across the
east bank.

The fire that broke out at the water board's aging Carrollton power plant compromised one of the steam boilers the S&WB uses to
run its vast network of pump stations.

The S&WB power plant produces an uncommon frequency of electricity known as 25-Hertz, also called 25-cycle, that drives the
motors that run about half the city's drinking water system, namely giant pumps that suck raw water from the Mississippi River and
smaller pumps that send purified water into the underground pipe network. The water purification plant itself runs on 60-cycle power
purchased from

The power plant generates electricity by running tap water through enormous boilers, which create steam to run fou‘rrturblnes th

produce 25-cycle power. Natural gas purchased from iS e e it . ST 6
depending on how much power the system needs. it e W T &4 L ’ 1L -*? ] X
... -y s =2 {;‘:"‘. i"‘ig : > /l i .‘ i i ; ‘i ]
"!.-“-\'_:1--\‘..;';_»'-‘-&..1- g N v ity :
Once the equipment is up and running, it relies on self-generated ' 5 g '

e

Meanwhile, the S&WB has eight pumps located at three outflow ¢, %
drinking water out to customers. The pumps maintain water press 35
potentially sickening bacteria from infiltrating pipes; when pressurc’
before using it to drink, cook or bathe. o

Investigators believe something went wrong with a natural gas lir} \‘
the precise cause remains a mystery.”
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In the Learning Phase!

Indexing events using cutoff of 5
Conputing event counts done, BH40 events
Indexing done

Sorting and merging events,

Done andexing.

Incorporating indexed data for treanmang

java.net.MalformedURLException: no

done. Reduced 640 events to 635

done,
0:00:03 Nunber of Event Tokens: 635
Nunber of Outcomes: 3
Nunber of Predicates: 474
14: .done

ing urls Computing nodel parameters

Performing 100 iteratiens

1: ... loglikelihood=-703.1118647475587 0.8859375
e Y e I S P 2 loglakelihood=-318, 40869127951186 0.B859375
I II f T b 'I loglakelihood=-234, 5083746757865 00,8875
ant power tage means all 0 ampa mUSt ol water loglikelihood=-194, 82987662624967 0.5078125
. . . ) . loglikelihood=-168, 83196770130573 0, 9265625
By Will Hob un.-J- s fﬂ'ander Velde and Richard Danielson, Times staff wri loglikelihood=-149, 85553337665246 0.54375
Friday, Februas 013 2:44pm . loglikelihood= . 27696586601 488 0.9
'AMPA — A rodent, most likely a squirrel, chewing on an electric line at Tampa's water treatment plant KRS GG{ ikelihood= .66370298153073 0.9640625
ey I e il v 41 i - e N mtar . ... loglikelihood .14658808481023 0.9571875
I_-“ndar\ morning caused a po'\\ er failure that led to an unplrecedented 48-hour citywide boil-water notice loglikeliho 171 7E09S 47054 S BERTE
for 560,000 people and businesses and left them serambling to snap up bottled water to last through the loglikeliho 3, 3860843543352 @, 97187:
weekend. loglakelihood=-93,52798625655316 0.971875
loglakeliho -88.41907678865847 0.975
n . . . i} i . loglikelihood=-83.52286143636706 ©.975
The effects were immediate and widespread: Water fountains loglikelihood=-79. 5340195728471 0.975
disappeared under trash bags. Restaurant managers bumped into loglikelihood=-76.3657151250652L 0.9765625
R TR e . . loglakelihood=-73.16389965592217 0.9765625
. . each other in lines as they stocked up on ice and bottled water. leoglikelihaod=-7G. 26334691 224974 0.5795875
Belleair explores cheaper drinking . . . - . - 5 X x
water alternatives And residents across Hillsborough County tried to figure out if the oglikelihood=-67.62476928728941 D.9795875
3 Months notice affected them and, if it did, what exactly they could do with loglikeliha 21266325353898 0.90125
. loglikelihood=-62.99767371771704 0,58437%
their tap water. loglikelihood=-60.955339980660795 0.9875
In hardscrabble Homosassa, scallop Llogl ‘-*‘cz» 1hood= :)f 2‘351 ?[7'. 9:]1\81\52‘ 59“3?:162:
shucking is a living Until Monday morning, officials said, residents and businesses toglakelihood=-57. 309673385C00664 o ??-’:'Gf-’
4 Months Ag R . . e e A = o loglikelihood=-55,.674200151162644 0.5890625
should boil any tap water used for drinking, cooking, washing loglikelihood=-54.14604839273556 0. 589062
fruits or vegetables, making ice or brushing teeth for at least a loglikelihood=-52.71430983760744 0.9890625
Hurricane season gadegets hel : to affanta . 1 M _ loglikelihood=-51.3659532953153104 0. 98906625
gadg p minute. This affects more than half a million people — about S AN & B 5 Copeies

before, and after, the storm
6 Months

100,000 of them outside city limits — who get their water from

loglikelihood=-

56
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Text Analytics System — Named Entity
Recognition
* AHA
— Hybrid Approach — Maximum Entropy and Continuous Random
fields Classifier, Gazetteer (Keywords), and Heuristics
» Corpus (300 Articles — 632 Named Entities - Manually Annotated)

* Test Case:
— Recall: 0.69
— Precision: 0.77
— F-Measure: 0.73
« Geoparsing
— Initial testing: (100 sentences -> 1000+)
* Naive Bayes (70% TPR / 88.33 TNR)
* Genetic Algorithm (82.5% TPR / 98.28 TNR) -> (91.3% TPR)
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Text Analytics System — Document
Categorization

Training: 6 Occurrences

Predicted

. eredied ]
-------
——n—— 1 | 6 | oe |
_______-

b 3 | [ [ s [ [ [ | & [ om |
| weer| 1 | [ [ [ o | 2 | 5 | s | os |
| wostewarer| 1 | | | [ 1 [ s | | s | oe |
. oher) | 1 2 1 [ [ | s | & | or |
Totaiprecicted| 16 | 8 | 2 | e | 2% | s | 7 | w |

| precision| 081 | o0so | oso | oss [ os2 [ os0 | o043 |

6 Occurrence Confusion Matrix
Training: 8 Occurrences

o eredied |
_
| gectrcy] 12 | 0 [ 0 ] 0 ] @ 1 | 13 [ os |
I I E N A (T D N N

| NowraiGes| | s | 2 | 1 | -

| weter| o | [ |

| wostewater| 1 | [ | |

— el T T T
-------
| precision| 020 | 057 | 0e7 | 0ss | 093 [ os0 | o043

---

8 Occurrence Confusion Matrix
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Facility

© Properties

® DEPENDS_ON [86174]

© Properties
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Strength 100

Confidence 100
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Mobile

Mobile
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Thank You
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